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INTRODUCTION

An authorized Operator of LockView® can create a database of users and locks on a
local or networked computer. Each user in this computer's database is assigned to a
slot in each lock to which they have access. A lock's internal memory is divided into 999
slots that store user information thereby giving each lock a maximum of 999 users. That
is, 999 individuals are capable of opening the toolbox.

The computer on which LockView® is loaded has the ability to connect to locks and
update the lock's memory to correspond with its own database. It is able to gather and
manipulate a lock's audit trail, or past operation log. Audit trail information contains
the lock’s name, the name of the user attempting to gain access, the credential used, if
access was granted or denied, and the date and time of each interaction.

LockView Keyless Entry 5 works with LockServ to communicate with locks. LockServ has
the ability to communicate with multiple locks simultaneously over a network, thereby
eliminating the need for the Operator to visit each lock to update its database, or
download audit trails.

Alternately, LockServ can communicate with locks using a USB cable if network hardware
is not available.

Database
& Network
Configuration
& Installation
Manual

The following chart is intended
to serve as a guide to provide
for the most logical and efficient
set-up of the Snap-on Level 5
Tool Control System.

LockView Setting up the
Keyless Entry Snap-on Level

Instruction 5 Gen4 Lock
Manual Manual

Will the locks go to
be 802.11
or Ethernet
networked?

Is LockView
Keyless Entry
Software going
to be used?

Setting up the
Snap-on Level

5 Gen4 Lock
Manual
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Networked Installations
Minimum system requirements:

Vista, 7, 8, 8.1, 10, Server 2008/2012 and R2 versions.

4GB RAM - Processor 2.0 GHz or higher. (8GB
recommended)

4GB Hard drive space

SQL Server Standard, Enterprise, or SQL Express
2008/2012/2014 and R2 versions.

If installing LockView on the Microsoft SQL Server please
follow Microsoft SQL'S minimum requirements

ODBC connection required to Server

Local Administrator Rights are required to install and
register the software.

.Net 4.0 Client Framework

Minimum monitor resolution: 1024x768

Signed 32 bit and 64 bit WHQL drivers.
Supports both 32 and 64 bit Operating Systems
Compatible with VMWare

Network System Definition

LockView software and elLock are “on-site” devices that
work through the facility’s internal network

Connect One standard 802.11 b/g wireless module or
Lantronix 10/100 mbps Ethernet Module.

RedPine wireless modules will be used in future products
which will support 802.11 b/g/n/a with 2.4ghz and
5ghz antenna’s.

Non-Networked Installations

LockView will use an Access DB by default.
.NET 4.0 or higher is required.

Minimum monitor resolution: 1024x768

Wireless security protocols supported:

WEP 64-key

WEP 128-key

WPA-PSK (TKIP)

WPA2-PSK (AES)

WPA-TKIP Enterprise*

WPA-AES Enterprise*

WPA-TKIP Enterprise* (skip RADIUS cert verification)
WPA-AES Enterprise* (skip RADIUS cert verification)
*EAP-TLS or PEAP-MSCHAPv2

Anticipated bandwidth traffic:

In typical applications, with a 25 event audit trail and
4 user updates, the total transmission size would be
approximately 20 kb (equal to a small email).

Frequency of check-in is user defined. Factory default is
set at twice daily (or every 12 hours).

IP address Information:

eLocks - DHCP or static IP address
Server - static IP address

Optional - SQL Server 2008 or better (Express versions ok). Follow LockView Client Install (in table above) for non-networked

installs.

Common Install for Non-Networked (Stand-Alone) Installations

Laptop with LockView installed.

When LockView is installed it automatically creates an Access database
The USB cable must be attached to a laptop and to the lock to make changes to lock or database.

Backup of Access DB is HIGHLY RECOMMENDED.
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INSTALLATION RE( REMEN continued

If SQL is used, refer to the following ‘Common Install for Networked Installations’ list.

Common Install for Networked Installations:
- Server/PC with SQL Server and setup to be the LockView Server and a laptop with LockView Client Installed.
- Backup of SQL Server is HIGHLY RECOMMENDED.

Note:

- Network module of lock must be programmed to point to the IP address of the computer with LockView Server (LockServ)
installed.

- LockView Server computer must have a static IP address.

- All LockView Clients must also be able to connect to the LockView SQL DB through ODBC.

- Network Modules need to be setup/changed with the USB cable. This is the main reason a laptop with LockView Client is
required. See pages 35-40 for setup.

- There should only be one computer set up to be the LockView Server.

- There should only be one LockView SQL Database.

How the Network Modules work with SQL and LockView.

- The Network Modules must be setup to communicate with the Server through its IP Address. This can be set in LockView with
the USB cable in the LockView Settings menu.

- The Server IP Address programmed in the network modules is the computer that is set up to be the LockView server.

- LockView Server installs a service that runs automatically called LockService.

- LockService must be running on the LockView Server for the Network Modules to update to the Database.

- LockView Clients install the same LockServ. LockServ runs only when the LockView program is running.

- LockView must have a valid ODBC setup to the SQL database to connect.
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CONFIGURE MS SQL SERVER FOR LOCKVIEW 5/5PRO

On the computer configured with Microsoft SQL Server Management Studio, go to Start - All Programs - Microsoft SQL Server
- open Microsoft SQL Server Management Studio

1. Select the SQL Instance where the IvServer db will be installed.

-&:& Solutionl - Microsof ANac :
File Edit View Project Debug Teools Window Help

P il (S @ | L NewQuey [y R IG| 4 A B9 - -S| b
Object Explorer

Connect> & @d m [ 3] 5
= LB MIEMSEMN-MBA\SQLEXPRESS (SQL Server 12.0.4213 - FORT\mjensen)
F | Databases
# [ Security
& [ Server Objects
& [ Replication
# 4 Management

2. Click File - Open - File

File l Edit Wiew Tools ‘Window  Communiby  Help

_—ij- Connect Object Explorer... 4 @ _
I!g Disconnect Object Explarer |

Mew 4
I Open r | [ File... W‘
Clos: [a% File with New Connection. .,
] Save Selected Ttems  Chrl+S f4%  File Disconnected. .
La% Policy
@ save all Ctrl+shift+35
o
Recent Files »
Exit
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CONFIGURE MS SQL SERVER FOR LOCKVIEW 5/5PRO cont.

3. Navigate to the script “IvServer_dbCreate.sql” (on the install cd and (once installed) can be found typically at C:\Program Files
(x86)\LockViewb\SQL Script) then click Open

! Open File e B B ___ B | 52|

i i — i

| L € Windows7_05(C:) » Program Files (x86) » LockviewS » Sgl scripts w | 4 W Search Sgiscripts 2

Organize * Mew folder CEE m @n

F

Marme Date maodified Type
a M Computer
- &L, Windows7_05 (C)
-8 global groups (G:)
- 58 150 Manuals (WCSPFS01.FORT.COMPXNET.
- KCN (IFSDL.COMPXNET.COM) (K:)
- 5@ manufacturing (AWCSPRSOL.FORT.COMPXME
- 5® purchasing (AWCSPFSOL.FORT.COMPXNET.C
- data (WCSPFSOL.FORT.COMPXMET.COM) (F
: %3 Lenovo_Recovery (Q:)
- sales (\WCSPFS01.FORT.COMPXMNET.COM) (!
- 8 testlab (\\ilfsD1.COMPXNET.COM) (T:)
- Lg# controlled (\\espfs0l] (¥:) —

Ej LV5_DbCreate_151213.5ql 12/15/2015 3:42 PM  Microsoft SQL 5

m

-

File name: ~ | AllFiles () ~|

| Open |v| | cCancel |

4. Click Execute - Be sure that ‘master’ is the db selected in this box.

. LV5_DbCreate_151213. VUJENSE SQLERRESS.master (FORT\mjenser Aicrosoft SQL Server |
Fnle Edit View Query Project Dtbug Toge Window Help

jvﬂ- d i | NewQuery (3l 5 6 a9 - - D5 g b

lmaster -" Execute P'Debug ﬁ-./g,ytg _Hgﬂ“_-gﬂca @|:2|§EEEE

ObJECt Explorer MR aRadll LV5_DbCreate 1512.. ORT\MJEHSEI'I (54)) x |
Connect~ % %:. m [ ﬂ j USE [master]

o =75 : o = GO

= | £ MIENSEN-NB\SQLEXPRESS (SQL Server 12.0.4213 - FORT\mjensen) J**=+*+ Object: Database [LockV:

@ [ Databases CREATE DATABASE [LockView5]

# (3 Security GO

@ 1 Server Objects =]IF (1 = FULLTEXTSERVICEPROPERTY|

@ 1 Replication - beginI

% [ Management EXEC [LockViews].[dbo].[sp fullt,
end

=t
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CONFIGURE MS SQL SERVER FOR LOCKVIEW 5/5PRO cont.

5. After a few seconds, the script runs and (1 row(s) affected) messages will be displayed. Click F5 (to refresh the screen)

AT TN TYRATR TR ST F el e A1 ST RATO T ATITE T & AToT |

| 4| m [ F
uj Messages

{1 rowis) affected)

{1 rowis) affected)

{1 row({a) affected)

File Edit View Project Debug Tools Window Help
6. Steps6and 7 allow the service ‘LockService' |5 51+ |« 5 d @ | ) NewQuery |3y vty 5y ) & 43 8l @ -
to run properly due to it running as ‘Local
System’ by default. ‘Local System’ does not
have access to the database by default. Object Explorer v A x

Connect> &) ¥l m T F] B
= (@ MIENSEN-NB\SQLEXPRESS (SQL Server 12.0.4213 - FORT\mjensen)

master - | ¥ Execute P Debug & :,a

g
. *
ioaF

Grant db_owner Privileges to NT Authority\

SYSTEM @ [ Databases
- Expand Security, Expand Logins, 5 3 Security
and right-click ‘NT Authority\SYSTEM’ = 3@ Logins
- Select ‘Properties’ &, #2MS_PolicyEventProcessinglogin®s

&, #2MS_PolicyTsqlExecutionLogin®s
£ BUILTIM\Users
& FORT\mjensen

& lockview

& MIENSEN-NB\testl

a

& NT Service\MSSQLSSQLE Mew Login...

& NT SERVICE\SQLWriter Seript Login as b

& NT SERVICE\Winmgmit

A sa Policies 3
[ 3 Server Roles Facets

# 3 Credentials
3 3 Server Objects T
@ (3 Replication Reports 4
+ 3 Managernent 7 :

Start PowerShell

Rename

Delete

Refresh
Properties
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- CONFIGURE MS SQL SERVER FOR LOCKVIEW 5/5PRO cont.

7. Select ‘User Mapping’

Select ‘LockView5’ or the database that was created if changed from default

Select ‘db_owner’

Click ‘OK’ to Save the changes

F

lﬂ Login Properties - NT AUTHORITYASYSTEM

Select a page

24 General

124 Server Roles
_2,-”' User Mapping

28 Seript [ Help

|Isers mapped to this login:

é%l'wl Securables Map Database User Default Schema -
ﬁ-‘i Status |:| . |E |
] lta T
1T} NT AUTHORITY"\SYS... dbo [
[l LockView
. LockView5 © NT AUTHORITY\SYS..  dbo (
[ LockViewStest
lomalvserverl42215 NT AUTHORITYA\SYS... dbo [
lvserverD42315 NT AUTHORITY\SYS... dbo [
[ lvserverdi NT AUTHORITY*\SYS... dbo [~
1| 1] | 3
; Database role membership for: Lock Viewh
Connection
[7] db_accessadmin
Server: [7] db_backupoperator
MJEMSEN-MBEWSQLEXPRESS ] db_datareader
Connection: £l db_datawr’r?er
FOHT\HTI].EI'ISEI'I I:l db_ddladl'l'lll'l

[] db_derydatareader
[] db_derydatawriter
[] db_securityadmin
public

_ﬂ Wiew connection properties

Progress
Ready

| oK

] [ Cancel

Note: If Steps 6 and 7 do not work for your environment you can also change the ‘Logon Account’ to the Service ‘LockService’ to
an Account that has db_owner privileges to the database if desired.

10
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~ CONFIGURE MS SQL SERVER FOR LOCKVIEW 5/5PRO cont.

[~ B
LockService Properties (Local Computer) ﬁ

General | Log On | Recovery I Dependencies|

Log on as:

i@ Local System account
Allow service to interact with desktop

() This account: Browse...
Fazgward:
Canfirm pazsward:

Help me configure user account log on options.

[ ok || Cancel Apply

8. Grant DBO privilege to database and |File Edit View Project Debug Tools Window Help

required users Pl - T e | L NewQuey [0y i o (| # 2 ]9 -
- Expand Security and right‘C”Ck §ad f_{fl master | ! Execute b Debug B o 35

“Logins.”” Select “New Login”

Object Explorer > 1 x

Connect> 3 3 m T [£] .5

=] LB MIENSEM-MB\SQLEXPRESS (SQL Server 12.0.4213 - FORT\mjensen)
& [ Databases

= [ Security
=l E]r R

& e Login... Logings
Rt Filter » aginEs
b Start PowerShell
A R —
5 Reports »
» S —
i Refresh
[

A NT Service\MSSQLSSQLEXPRESS
A NT SERVICE\SQLWriter
& NT SERVICE\Winmgmt
A sa
[ [ Server Roles
& [ Credentials
[ [ Server Objects
[ [ Replication
@ [ Management

11




" CONFIGURE MS SQL S

LockView® Keyless Entry 5 Operator's Manual - Database & Network Configuration & Install Manual

9. Create the login as needed under the “General” tab

10.

12

RVER FOR LOCKVIEW 5/5PRO cont.

Selecta page i ) X
- = 5 - Hel
2 General 5 Sert ~ [ Helo
f Server Roles
12 User Mapping Login name:
%% Securables . o
f Status @ Windows authertication
(7) 8QL Server authentication
(") Mappedto cerfficate
(") Mappedto asymmetric key
Connection [C] Map ta Credential
Server Mapped Credentials Credential Provider
MJENSEN-MNBSQLEXFRESS
Select “User Mapping”
- Check the box next to the LockView database that was created with the SQL script
- Check the box “db_owner”
- Click “OK” to save the user
- Repeat steps 9 and 10 for all users that will need access to the database
Select a page . 7
: 'Y Script - Hel
2 General =5 Sarvt ~ [ Helo
1Z Server Roles
_“@‘ IJzer Mapping |sers mapped to this login:
f Securables Map Database User Default Schema -
%4 Status N
= [l emc ‘E ‘
[ Ita T
[l ll
[T LockView
: LockView5 (]
[l Lock\View5test
[ lomalvserver(42215
[l lvserver042315
[ Ivserverdd
[ IvServerd 31trhealth T
. Database role membership for: LockViewh
Connechion
[7] db_accessadmin
Server: _ [7] db_backupoperatar
MJEMSEM-NE SQLEXFRESS [7] db_datareader
Connection: [T db_datawriter
FORT mjensen [C] db_ddladmin
db_d staread
B \iew connection propedisg g . .En}rd. .arEE-! =
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CONFIGURE MS SQL SERVER FOR LOCKVIEW 5/5PRO cont.

11. Right Click on the Server\(Instance Name) - Click Properties

File Edit View Tools Window Community Help

§.QUEW| || &S &

Connect~ | 80 8] m 7 3

= ELOCK VISTASPINLOCEVIEW (SOL Senverdtl A4AN _ ECIH
[ Databases Connect...
(4 Security Disconnect
4 Server Objects
[ 3 Replication
[d Management Mew Query

Register...

Activity Monitor

Start
Stop
Pause
Resume

Restart

Policies

Facets

Start Powershell

Reports

Refrezh

13
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- CONFIGURE MS SQL SERVER FOR LOCKVIEW 5/5PRO cont.

12. Select Connections and Check the box “Allow remote connections to this server.” Click OK. Close out of the Microsoft SQL

Management Studio

- Server Properties - ELOCK_VISTASPI\LOCKVIEW =
Selectapage . y
2 : ‘= Script = -3 Hel
5 General < Seret t
1 Memory
ﬁ‘ Processors Connections
2 Security
A Maximum number of concument connections (0 = unlimited):
% Database Settings 0 =
1 Advanced ‘ .4
ﬁ-i enmisrone |:| Use guery govemor to prevent long-unning queres
Default connection options:
[ implicit transactions -
[] cursor close on commit i;|
[] ansi wamings e
[7] ansi padding
[] AMSI NULLS
[] arthmetic abort -
Connechion Remate server connections
Server: : .
ELOCK_VISTASP1\LOCKVIEW Allow remate connections to this server
Remate guery timeout {in seconds, 0 = no timeout):
Connection: _ -
FORT elockhd 600 =
3¢ View connection properties [] Require distibuted transactions for serverto-server communication
Progress
R " =
N @ Configured values () Running values
L 0K ] [ Cancel

14
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~"CONFIGURE MS SQL S

13. Open SQL Server Configuration Manager

20 Windows Fax and Scan

% Windows Live Messenger Download

ll = Windows Mail

14. Be sure that SQL Server (Instance Name) is enabled and running. Start Mode should be Automatic for SQL Server.

Windows Media Player
@ Windows Meeting Space
ﬁ Windows Movie Maker
I'J-EI Windows Photo Gallery
2 Windows Update

) Accessories

. Extras and Upgrades

) Games
. Lockview
.. Maintenance
. Microsoft SQL Server 2008
L Import and Export Data (32-bit)
4z SOL Server Management Studio

. Configuration Tools

:',r Reporting Services Configuration

& Windows Defender

elock Helpdesk
Documents
Pictures

Music

Recent Items
Computer
Metwork

Connect To

& SOL Server Configuration Manag | Control Panel
|

] SQL Server Error and
5 SQL Server Installatio

S0L Server Configuration Manager
Location: mmc (C:A\Windows\System32)

Help and Support

g o

RVER FOR LOCKVIEW 5/5PRO cont.

< | 11 3

<

n

Sql Server Configuration Manager l =HEC &J
File Action View Help
ote AR NENETE ? RECROROXC,
@ SQL Server Configuration Manager (Local) MName State Start Mode Log On As ProcessID
E zgt ze“’e’ ;E“t’v':ei Confiauration @2uit]| PG Running NT Service\MSSQL...
3 s Nert‘fe’ c? ?’11 0°C“ 'gfL_”a m: (35@ 5 SQL Server (SQLEXPRESS2) Running Automatic NT Service\MSSQL.., 3044
& T saLs § 'VEN '3 . ?.n 'g”tr_a 'O B 25 5QL Server (SQLEXPRESSTEST) Running Automatic NT Service\MSSQL.. 3096
Pl erver Network Configuration
. E,“: b otocols for SQLEXPRQESS EE) SQL Server (MSSQLSERVER) Running Automatic NT Service\M5SQL... 4204
E‘f Protocals for MSSQLSERVER E;) SQL Server Agent (SQLEXPRESS) Stopped Other (Boot, Syste... MT AUTHORITY\ME... 0
E’F Protocols for SQLEXPRESS2 Eﬁ) SQL Server Agent (SQLEXPRESS2) Stopped Other (Boot, Syste... MT AUTHORITYA\ME... 0
E’F Protocols for SQLEXPRESSTEST Eﬁ) SQL Server Agent (SQLEXPRESSTEST) Stopped Other (Boot, Syste... NT AUTHORITY\NE... 0
) % SQL Native Client 11.0 Cenfiguration 'ty') SQL Server Browser Running Automatic NT AUTHORITYALO... 4588
E;‘) 5QL Server Agent (MSSQLSERVER) Stopped Other (Boot, Syste... MT AUTHORITY\ME... 0

15
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- CONFIGURE MS SQL SERVER FOR LOCKVIEW 5/5PRO cont.

15. Click on SQL Server Network Configuration, click on ‘Protocols for (Instance Name). Enable TCP/IP.

lﬁ Sql Server Configuration Manager
File Action View Help

a9 | E o= H

‘@ SOL Server Configuration Manager (Local) Protocol Name Status
Bl SQL Server Services

s o /- . %~ Shared Memory  Enabled
4 _E_ QL Server Network Configuration %™ Named Pipes Enahled
E= Protocols for LOCKVIEW S TCP/P Enabled

= Protocols for SQLEXPRESS S .
¥ VA Disabled

E= Protocols for JENSEN
[ % SQL Mative Client 10.0 Cenfiguration

16. Open SQL Native Client 10.0 Configuration, Click Client Protocols, enable TCP/IP. Close out of SQL Server Configuration
Manager.

E Sql Server Configuration Manager
File Action View Help

o 2| EH o= H

'@ 5QL Server Configuration Manager (Local) Mame Order Enabled
B SQL Server Services

el ? - . W Shared Memory 1 Enabled
4 _E_ QL Server Network Configuration S=TCP/IP 5 Enabled
B Protocols for LOCKVIEW “ Named Pipes 3 Enabled

B~ Protocols for SQLEXPRESS e P ,
HVIA Disabled

&= Protocols for JENSEN

4 % 50L Mative Client 10.0 Configuration
2L Client Protocols
% Aliases

16
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INSTALL LOCKVIEW 5/5PRO

Note: The person installing LockView must have ADMINISTRATIVE RIGHTS on the computer where LockView will be installed.

Insert LockView 5 [ LockView 5 Pro - InstallShield Wizard )
USB drive
Preparing to Install...
If the LockView Software did not
autorun:

LockView 5 Pro Setup is preparing the InstallShield Wizard,
which will guide you through the program setup process.
Please wait.

- Select Windows START button in
bottom left corner of screen.

- Select RUN

- Select BROWSE

- Look in the appropriate USB Drive

- Select the “Autorun.exe file”

Configuring Windows Installer

L L]

1. Install Shield will prepare to install.

H i
2. Click Next ‘_ﬁ! LockView 3 Pro - InstallShield Wizard e

Installing LockView 5 Pro

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs LodkView 5 Pro. This may
take several minutes,

Status:

InstallShield

17
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INSTALL LOCKVIEW 5/5PRO continued

3. Read agreement, if acceptable, click I accept the terms in this agreement, then click Next

4 LockView 5 Pro - InstallShield Wizard eS|

Please read the following license agreement carefully.

CSP LOCKVIEW/LOCKSERVE SOFTWARE LICENSE -
AGREEMENT L4

WARNING: COMPX SECURITY PRODUCTS INC. ("CSP") 15 WILLING “
TO LICENSE THE FOLLOWING SOFTWARE, ONE TITLED

“LOCKVIEW" AND THE OTHER TITLED “LOCKSERVE.” TO YOU OMNLY
UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS AND
COMNTAINED IN THIS CSP LOCKVIEW/LOCKSERVE SOFTWARE
LICENSE AGREEMENT (THIS "AGREEMENT™). PLEASE READ THESE
TERMS CAREFULLY. - |
() 1 accept the terms in the license agreement |
@ I do not accept the terms in the license agreement
InstallShield
4. Click Next ) LockView 5 Pro - InstallShield Wizard = 2|

(It is not recommended to T e s e e e SR aaee T essse e eeeE eI
install LockView at different LockView HEy’ESS EﬂtryE

locations other than the

default.) Click Mext to install to this folder, or dick Change to install to a different folder.
D Install LockView 5 Pro to:
C:\Program Files (x86)\Lodkviews),
InstallShield
< Back ][ Mext = J [ Cancel

18
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INSTALL LOCKVIEW 5/5PRO continued

5. Select ‘Install LockView Server | 3
for server install and “Install 14 LockView 5 Pro - InstallShield Wizard [

LockView client” for client

install, then click Next. LBE’(V'EW HE!”ESS Eﬂtry 5

L . FEE s mEmE FEBER R Ea . o

Note:

- If this is a Standalone or MS
Access installation, select
Install LockView Client. @ Install LockView Client

- LockView Server should only be Installs the LockView User Interface onto a Client computer.
selected if this is the main lock Any number of Clients may be installed as part of the LockView

Choose the setup type that best suits your needs,
Flease select a setup type.

system.

server.
- There should only be one

LockView Server for Networked

installs. )
- Multiple  LockView  Clients " Install LockView Server

maybe installed. Install the LockView Metwork Server,
- Non-Networked installs only ﬁ

. . . Only one Server should be installed per system.
require LockView Client Y PerEy

InstallShield

< Back ] [ Mext = ] [ Cancel

6. Click Install

) LockView 5 Pro - InstallShield Wizard | 23 |

BEEE e ER R EEE e mEm SEEREmmEmEEmE R SEEEEamEaE R

L Bck l/lEW K ey!ess En try 5

The wizard is ready to begin installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:
Install LockView Client

Destination Folder:

C:'Program Files (x86)\Lockviews\,

Installshield

< Back

—

[ Install J [ Cancel

19
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INSTALL LOCKVIEW 5/5PRO continued

7. Installation begins 1) LockView 5 Pro - InstaliShield Wizard [N

Installing LockView 5 Pro

The program features you selected are being installed.

Please wait while the Installshield Wizard installs LockView 5 Pro. This may
take several minutes.

Status:
Installing CompX x64 Drivers
W |
InstallShield
< Back Mext =
8. Click Finish
. . Continue to document:
4 LockView 5 Pro - InstallShield Wizard 2t Configure LockView for
Install Complete! SQL (pages 29-34)
Or
g = = = Configure LockView for

Access (pages 27-28)
NOTE: If you are upgrading from Lockview 4.5, continue as described in
the document ‘Upgrade Process from Lockview 4 to Lockview 5 Pro.pdf’ 11
This document is in the install package folder 'UpgradeSupport’ and at
www.compxelock.com

. Restart computer.
12. After the reboot is completed
below is the LockServ Icon that

NOTE: If you wish to import a database that is earlier than 4.5 contact will appear in the toolbar.
techsupport@compx.com or call 847.752.2525 (8 a.m. to 5 p.m. Central

Mon-Fri). E

The InstallShield Wizard has successfully installed LodkView 5 Pro. Click Finish to exit the wizard.
If LockView was installed as a
Instalishield Server, LockServ will run as a

— S— service and the icon will always
B — be present. If LockView was
installed as a Client, the LockServ

icon will only be displayed when
LockView is open.
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~ SOFTWARI SING - REGISTRATION WIZARD

1. If connected to the internet or have email on the computer, please click on “Online Activation”

If not, please call the CompX Technical Support Line 847-752-2525 between 8 am and 5 pm Monday - Friday and have the USB
drive, serial number and Site Code available.

8 v e s ==

| Status: _ —
) : . Online Activation
This programis not registered

Site Code:  JB1E 34B5 574C 2E0D 5A

Validate |

Site Key: |

Please register this copy of LockView.

"f'our options:

* Click 'Online Activation® above
|se the intemet or email to register in moments

* Contact Support (8 am.to 5 p.m. Central Mon-Fri)
Call 847.752 2525 to obtain a Site Key

* Initiate 14 day trial |
Try LockView free for 14 days

Activate 14-day Trial Close |

2. LockView Registration Wizard - Please enter the 12 digit serial number located on the back of the LockView USB Drive. Spaces
are required. Click Next.
Note: Enter Serial Number exactly as it appears on the sticker. You must include the spaces (ie. 1234 5678 9012 not
123456789012)

LockView Registration Wizard

Type the zenial number EXACTLY az it appears on the sticker.
*MWOTE: ¥OU MUST IMCLUDE THE SPACES BETWEEM HUMBERS.
Example: 1234 BEYS 9012

The Seral Humber iz on a Green or White Sticker on the CD Caze.

Serial nurber
1234 BE7E 9014

Cancel | < Previouz Mext »
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__SOFTWAR

SING - ON WIZARD continued

3. Please fill out the Registration information. Fields with an * are required.

LockView Registration Wizard

Pleasze fill out the following form. Fields marked with [¥] are required. “'our
information will be zecurely encropted befare being zent.

Firzt name: * Last name: * Compary:

|Mike Jensen |Eu:ump><]

Address: * Additional addrezs:

715 Center St |

City: ® Cauntry:

|I3rayslake |Uniteu:| States j
Pogtal code; Province/State; *

60030 |IL Ilinois |

Email address:
|miensen@cump:<.cu:um

Phone number: Fax number:
5477522525

LCancel | < Previous | | Hext > |

4. Once the registration information is finished, the wizard will attempt to connect to the internet and register the software. If the
software was registered successfully the following screens will appear.

LockYiew Registration Wizard

Thank poul

YYou have completed your authaonization request. Your zoftware will now
be automatically enabled.

Press "Finizh" when you are ready to continue.

Finizh

Click Finish
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_ SOFTWAR SING - REGISTRATION WIZARD continued

Click close.

& LockView Software Licensing

Status: )
] i Return License
Product iz fully licenzed

Site Code:  BC45 72E3 38BF 9125 6D

Site Fey: |

[Thiz copy of LockView iz properly icensed.

If you would like to transfer thiz software to another cornputer click 'Return License' and follow the
instructions to obtain a new Site Key.

Cloge

5. Ifan erroris received the LockView Server could not be reached. An email can be sent to register LockView. Click OK on the Error
message and the wizard will attempt to send an email to the Registration Server.

i The electronic authorization wizard could not communicate with the license server over the internet, Howewer, your
. ) aukhorization request can still be processed.

Simply press Ok and vou will be taken through the process of registering through email,
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_ SOFTWARI SING - REGISTRATION WIZARD continued

Click Next

LockView Registration Wizard

The wizard will now attempt bo zend your authorization request.

In most caszes, your request can be sent over the intermet automatically.
Howewver, if you have tried the automatic =end method before and it did
not work, zelect "Manually zend email” below.

[IFin doubt, it iz safe to leave the box unchecked; vou will be notified if pour
email cannot be sent automatically. |

LCancel | < Previous | | Hext >

Microsoft Office Outlook g|

A program is brving ko access e-mail addresses you have
stored in Qublook, Do you want to allow this?

If this is unexpected, it may be a virus and vou should
choose "No".

[ allow access For

| ves | [ mo [ Hew

6. Click Yes when prompted to allow an email to be sent.

X)

Microsoft Office Qutlook

A pragram is brving ko autoratically send e-mail on your
behalf,

Do wou wank to allow this?

If this is unexpected, it may be a wirus and ywou should
choose "Mo".

[ Yes ] [ Mo i [ Help l
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____SOFTWARI

Click Finish to close the LockView Registration Wizard.

LockView Registration Wizard

Thark paul

SING -

ON WIZARD continued

You have completed your authorization request. Your request will be
proceszed and replied to immediately, 24 hours a day.

If wour request iz approved, the reply will contain an authorization code
that will enable your software.

Furthier instructions will be in the email reply you will be receiving wery
shartly,

Presz "Finish'' when pou are ready to continue.

Einish |

7. An email will be sent the registered email address.
Copy the Site Key from the email and paste into the Site Key field within the LockView Software Licensing screen.

B Casper License - Message [Plain Text) E“Elb__q
I Fle Edt Wiew Insert Format  Tools  Actions  Help

E CJaReply | C@Replytoal | (GForward | 0| B ¥ B X|e-9-4 0

From: casperweb Sent;  Tue 11/23/2010 2:52 PM
Toe Mike Jensen
e

Subject:  Casper License

Thank you for registering your LockView Software,
Please copy the key below and paste it into the LockYiew Site Key location.
Then click the Yalidate button to complete the Registration process.

Your site key is OFED 041B 45FF C836 SF2C 1849 50
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_ SOFTWARI SING - REGISTRATION WIZARD continued

Click Validate to ensure the software is properly licensed.

& LockView Software Licensing

Status: Electronic
This program is not registered Registration

Site Code: E24E 73BT 2616 BE47 £3

Yalidate

Site Key:  |OFEQ 0418 45FF C236 5F2C 1843 50

Pleaze register this copy of Lockhiew.

“'our optiohs:
* Electronic R egiztration
I1ze the internet or email to register in moments;
* Contact Support
Call 847 7522525 to obtain a Site Key;
* |nitiate 14 day trial
Try LockWiew free for 14 days.

Activate 14-day Tnal Cloze

‘

& LockView Software Licensing

Status: )
) ) Return License
Product iz fully licenzed

Site Code:  E24E 73BC 26716 BE4T 63

Site Key:  |OFED 041B 45FF CH36 5F2C 1849 50

T his copy of Lockiiew is properly licersed,

If wou wiould ke ta trangfer thiz zoftware to anather computer click Fetum License' and fallow the
inztructions to abtain a new Site Key,

Cloze

NOTE: If it becomes necessary to transfer the license to a different computer, a new Site Key will be required. Click on Return
License to initiate this process.
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CONFIGURE LOCKVIEWS5 FOR MS ACCESS (STANDALONE

1. Double click the shortcut LockView5/5Pro icon found on the desktop.

2. Click Yes

To continue, you musk seleck or create a Data Source Mame (DSM)
! which describes the database you will use,

Would you like to select or create a DSM now?

Choose “es' to conkinue, Mo’ o kerminate Lockiiew,

Yes Mo |

3. Click the down arrow next to Create/Edit DSN and Select Lockview5/5Pro.Click OK.

z Select or Create a new LockView ODBC Entry l-¥

Existing ODBC Data Source Names
|- - E Create/Edit ‘
-

DsM
Lockview5 | |
Refresh List | oK Cancel |
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CONFIGURE LOCKVIEW5 FOR MS ACCESS (STANDALONE) cont.

4,

28

LockView will now open. Login using the default username and password.

Operator Name - admin
Password - admin

Click OK

& LockView - Login
.

Log in to: Lockviews

Qperator Name: |admin

assword: S

' QK I Cancel
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CONFIGURING LOCKVIEW FOR SQL

Note: For standalone install with Access database, go to page 28.
1. Double click the shortcut LockView5 icon found on the desktop. If using Windows 7 or Windows Server 2008, right click and
select “Run As Administrator.”

2. Click Yes

LockYiew

N

To continue, wou must select or create a Data Source Mame (DSH)
wihich describes the database waou will use,

WWhauld wau like ko select or create a DSM now?

Choose "Yes' ko continue, Mo’ bo kerminate LockMiew,

Yes Mo

3. Click Create / Edit DSN

Select or Create a new LockYiew ODBC Entry

Existing ODBC Data Source Mames (DSM)
Create/Edit
| | " bsn

Refresh List | oK |
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CcO GURING LOCKVIEW FOR SQL continued

4. Click the System DSN tab then click Add

Note: If opening the ODBC manager manually, you must use the 32 bit version found under C:\Windows\SysWow64\
odbhcad32.exe

P

i

'.E_' CDEC Data Source Administrator

User DS | System DSN | File DSM I Drivers | Tracing I Connection Pocling I Ahout |

System Data Sources:

LockView-LockView
LockView-LockView test
LockView-LockView?2
LockView-LockViewd
LockView-nemours

Mame Diriver I
Lockview5-Lockview Microsoft Access Drivel .
LOCKVIEWS-TEST SQL Server =

Microsoft Access Driver
Microsoft Access Drive
Microsoft Access Driver
Microsoft Access Driver

i

Configure...

Microsoft Access Driver
il
| IR [ - 1 [P | I pp— |}, S — P o N | [, | g TS

4 LU I

An ODBC System data source stores information about how to connect to
the indicated data provider. A System data source is visible to all users
on this machine, including NT services.

=

OK || Cancel Aoply Help

5. Select SQL Server, then click Finish

Create Mew Data Source [E|
Select a driver far which vou want to zet up a data zource.
Marne ] YA
Microsaft QDBC for Oracle 2
icrozoft Paradox Driver [*.db ] 4
Microsoft Parados-Treiber [*.db | 4
Microsoft Test Driver (7t ® cav) 4
Microzoft Text-Treiber [* bt * cev] 4
Microsaft Wisual FoxPro Driver 1
Microzoft Visual FosPro-Treiber 1
SOL Server 2
SOL Server Mative Client 10.0 2 e
% | ¥
IWI Cancel
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CcO GURING LOCKVIEW FOR SQL continued

6. Enterin the following information

Name: LockViewb-LockViewSQLDB
Description: LockView db
Server: (Server Name)\(Instance Name)

Note: For Lockview5/5Pro to read an ODBC source it MUST START EXACTLY WITH [LOCKVIEWS5-] - NO BRACKETS.
LockView SQL DB is an example; any name may be used, provided it starts LockView5-.

Then click Next

-
Create a New Data Source to SQL Server ﬁ
This wizard will help you create an ODEC data source that you can use to
connect to SAL Server.
What name do you wart to use to refer to the data source ?
}(’:-‘ Mame: lockviewSockviewSQLdb

How do you want to describe the data source?

Description:  LockView db

Which SQL Server do you want to connect to?
Server:  MJEMNSEM-NB“SCGLEXPRESS -

Fish || Net> | [ Cancel | | Heb

7. \Verify settings, then click Next

X

Create a New Data Source to SQL Server
Hioww zhould SOL Server verify the authenticity of the login 1D

* fith Windows NT authentication using the netwark login |0,

Wwfith SOL Server authentication using a login ID and pazsward
entered by the user.

To change the network library used to communicate with SOL Server,
click Client Configuration.

Client Configuration. ..

Connect to SOL Server to obtain default settings for the
Ird i ; : -
additional configuration options.

| P
|

< Back | Mest » | Cancel Help
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CcO GURING LOCKVIEW FOR SQL continued

8. Select “Change the default database to” then from the drop down box, select IvServer, then click Next.

Create a New Data Source to SQL Server ﬁ

Change the default database to:
Lock\iewh -

[] Attach database filename:

A

Create temporary stored procedures for prepared SCL statements and
drop the stored procedures:

(@ Only when you disconnect.

When you disconnect and as appropriate while you are

connected.
Use AMS| quoted identifiers.

Ise AMNSI nulls, paddings and wamings.

|se the failover SQL Server if the primany SGL Server is not
available.

<Back || Net> | | Cancel | | Hep

9. Click Finish

Create a Mew Data Source to S0OL Server.

X

[T Change the language of SOL Server system messages bo:

= =

[ Use strang encryption for data

v Perform tranzlation for character data

" Ilze reqional zettings when outputting currency, numbers, dates and
tirnes.

[T Save long running queries ba the lag file:

Long query time [milizeconds]);

[~ Log ODBC driver statistics ta the log file:

]. LIME =1 \elackhdb LEHT AL S Temnss TAT Frmmiee

¢ Back | Finizh | Cancel Help
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CcO GURING LOCKVIEW FOR SQL continued

10. Click Test Data Source

ODBC Microsoft SQL Server Setup [
Anew ODBC data source will be created with the following
corfiguration:

Microsoft SAL Server ODEC Driver Version 06.01.7601 -

Data Source Mame: lockviewiHockview SO Ldb
Data Source Description: LockView db

Server: MIENSEN-NBYSQLEXPRESS
Database: LockViewh

Language: (Default)

Translate Character Data: Yes

Log Long Running Gueres: Nao

Log Driver Statistics: No

Ise Regional Settings: MNo

Prepared Statements Option: Drop temporary procedures on
disconnect

lUse Failover Server: Mo

Use AMS] Quoted Identifiers: Yes

Use AMSI Mull, Paddings and Wamings: Yes
Data Encryption: Mo

L Test Data Source... J [ oK ][ Cancel ]

11. Click OK
Close all open Windows

SOL Server, ODBC Data Source Test

i~ Test Resultz

Microzoft SAL Server ODBC Driver Verzion 02851117
Running connechivity tests.

Attempting connection

Connection establizhed

Werifying ophion zettings

Dizconnecting from serer

TESTS COMPLETED SUCCESSFULLY!
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CcO GURING LOCKVIEW FOR SQL continued

12. From the desktop, launch LockView5

Click Yes

To continue, you musk seleck or create a Data Source Mame (DSM)
1 vhich describes the database you will use,

Would vou like to select or create a DSK now?

Choose "es' to conkinue, 'Mo’ o kerminate Lockiiew,

Yes Mo

13. From the dropdown list select ‘lockviewSQLdb’ or whatever the DSN was named in step 6. Lockview5/5Pro in this example is the
default Access Database that was created with Lockview5/5Pro Install.

! Select or Create a new LockView QDBC Entry |
I_Existi_ng ODBC Data Source Names
lockviewSQLdb

Lockviews
lockviewSQLdb 0 |

= Crea[::;:Edit ‘

14. Login using default username and password:
Operator Name = admin
Password = admin

Click OK. & LockView - Login eS|
| Log in to: lockviewSQLdb |
...or select another:
llockviewSQLdb -l

Operator Mame: |admin

Password:

0K Cancel
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SETTING UP TH WORK MODULE

The following information is required to setup the network module.

+ The IP Address of the LockView Server
+ The SSID of the wireless access points on the network where the system is being installed (if using 802.11g wireless module)
+ The type of wireless security enabled on the wireless access point, as well as the password/encryption key

To verify the IP address of the LockView 5 Lock Server, follow the steps below:

1. Go to Start - Run on the Lock Server computer.

elockhd

é Internet _J My Documents

Inkernet Explorer s
| 5 My Recent Documents

@™ E-mail
d COutlook E
| FI utlook Express -f} My Pictures
= WaordPad ..._-} S
=
e
g! My Computer
@ Lockwiew 4.0

E—-' Control Panel

‘g MSH
@. Set Program Access and

Defaults

B~ ornrmand Prompk e o
'}:ﬂ Printers and Faxes

Windows Media Player t!) Help and Support
3

Windows Messenger ’) Search

Opens a program,

all Programs D

@| Log Off |Q| Shut Do

2. Type emd, then press OK

= Type the name of a program, folder, document, ar
3 Internet resource, and wWindows will open it for you,

Qpen: | vl

[ Ok ][ Cancel ][ Browse... ]
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~ SETTING UP TH

WORK MODULE continued

3. Type ipconfig

e Command Prompt

C:sDocuments and Settings“elockhdXipconfig

4. Write down the IP Address for the Lock Server computer, then close this cmd window

¢+ Command Prompt

C:“Documents and Settings“elockhd>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Addres=s. . . . . . . . . . . 192 _.168.15.24
Subnet Mask . . . . . . . . . . 255 .255.255.8
Default Gateway . . . . . . . . 192.168.15.1

C:“Documents and Settings*“elockhd>

5. Attach a USB cable to the eLock and to a USB port of the computer.
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6. If the ‘Found New Hardware Wizard’ starts, click Next
The USB Driver should be installed during LockView install.
If needed for reinstall, the drivers can be downloaded at http://compx.com/lockview/drivers.html

Found New Hardware Wizard |

Welcome to the Found New
%\ Hardware Wizard

Thiz wizard helps you install zoftware for:

LE lock

'\Jl If your hardware came with an installation CD
“ui= or Hoppy dizk, inzert it now.

“w'hat do vou want the wizard bo do’?

% |rstall the software automatically [Fecommended)

™ Irstall from a list or specific location [Advanced]

Click, Mest bo continue,

- Heeh I Mest I Cancel

7. Click Finish

Found New Hardware Wizard |

Completing the Found New
Hardware Wizard

S

The wizard has finizhed instaling the software far;

% Compi Universal elock

Chick Finizh ta cloze the wizard.
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E TTING UP TH WORK MODULE continued

8. With the USB cable attached, the Read / Write Lock icon turns Green. Click Settings.

Database OK

) | Seftings
9. If the lock has a network module and it needs s
to be configured, click Wireless Module bR HERee
Configuration. If the lock has a CAT5 Ethernet FELLHE

and it needs to be configured, click Ethernet e mmiddryy

Module Configuration. " dd/mm/yy

[~ Auto-Refresh Screens

Startup Mode I Force Unigque Dual Pin
" Wizard Mode
(+ Manual Mode

For this example a Wireless Module using DHCP
and WPA2 is being set up:

Note: the lock must be in the database to
configure the lock and network module. Please Flad LR [ Server Settings

see page 17 in the LockView Software Instruction Wireless Module L
manual. Configuration Updates: i

Ethernet Module

Configuration Alter LockServ
Port

Lock Server
Activity Monitor

| LockServ Server Port: 4308 |

oK ‘ Cancel | Apply |
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‘i TTING UP TH WORK MODULE continued

10. For this example, DHCP is selected. Alternately, a static IP address can be assigned to each lock. Extreme care must be used to
ensure unique IP addresses.
Enter in the SSID of the wireless network or Click ‘Available SSIDs’ to search.
Enter the Lock Server IP address (obtained on page 36 )
Enter the TCP/IP port number of 4308
Select and enter the appropriate Wi-Fi security protocol and password.

E% Wireless Module Configuration l =|ulEl ﬁ
| Displaying: Most Recently Saved Settings |

Connection Parameters

Lock Parameters LA&M | Server Parameters
& DHCP LockServer IP: [10 |30 [103 |64 TCFIP Port: [4308
{" Static IP
Wireless Access Point Parameters
(5510 iz case sensitive) Frequency Band
Security Typs: 85D |CompX-AL-TEST Available 551Ds f* 24GHz
i Mone " 50 GHz
WPAZ RADIUS wio CA Authentication Settings
™ WEP B4-key EAP Type®

" EAPTLS (" EAPTTLS % EAP-PEAP (" EAP-FAST
" WEP 128-key

" WRA-PSK (TKIF) |testuser e s
 WPAZ-PSK (AES) |_,,,,,,,,, E— [~ Use All-in-One Certificate File
" WPA-TKIP Enterprise® | Cliert cert (PEM format) Browse | Remowve ‘
" WPAZ-AES Enterprise”
¢~ WPA-TKIP Enterprise” (skip Root CA

venfication) | Private Key (FEM format) Brcwsel Remove ‘

WPAZ-AES Enterprise” (skip Root CA

T

verification)
* Only MSCHAPYZ supported as EAP inner method
Show Last Show Cument Save Settings to ' Show Madule .
Saved Settings Module Settings Madule CE e Firmware = |
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E TTING UP TH WORK MODULE continued

11. Once all settings have been entered, click Save Settings to Module.
The software will then connect to the lock. This is noted by a status bar near the bottom of the screen as well as the connection
status will change in the upper right corner of the window.

12. If using Enterprise Security with Certificates, please reference the Certificate Help Page.

LockView Certificate Help El

General reguirements:

-PEM Format required (Basefd encoded)

-Multi-Cert: files may be used but only the first certificate of the file is loaded

-Private Kevs must be in PECS#1 (RSA) encrypted Format

-Username Examples: username@fgdn, domainusername

-DomaintUsername is Fequired when using Enkerprise Security, The domainusername should match the username within the
cettificate (f using certificates)

-Foat Server Certificate is REQUIRED (if using Rook Server CA); Subordinate O certificates are not accepkable

Details:
- Cert's data consists of BEGIM and EMD lines, plus what lies between
-The first line af a Cert beains with '-----BEGIN'
-The first line of a Private Key beqgins with '-----BEGIN RSA'
-Bath end with a line which starks wikh '-----END
-fAny lines outside of the first detected BEGIM and EMD lines are ignored.
-Each line must be delimited by one or more of <CR =, <LF= andfor SPACE
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NETWORK TOOLS

LockView is provided with a set of network tools to help diagnose network / IP address / Wi-Fi / Database problems. To use,
click on Settings:

&) LockView v4.3 DEMO Dec 10, 2010 - CK OFF - eLock4 Server
File Yiew ‘Window Help

Settings

General | Database |

* mm/ddfyy [ Auto-Refresh Screens

" ddfmm/yy I Notify of UnSync'd Locks

)=

lfﬁystem Date Format

ocl
" Wizard Mode
f* Manual Mode

R"-‘Z]l_'!-"\"liﬁm ’75ta rtupMode —————— ™ Force Unique Dual Pin

— Network Tools

Wireless Module
Configuration
Ethernet Module
Configuration
Lock Server
Activity Monitor

2

| LockServ Server Port: 4308 |

Cancel | Apply

= ——

Natahaze MK
Connected to new memory : In Sync

admin 12/15/2010  B:47 AM

i4 start r e B |[=-r. S REEE 847 A

With the USB cable attached to the laptop and the eLock, select the type of Network Module provided - Click either:
- Wireless Module Configuration

(In this example Wireless Module Configuration is chosen)

To use network tools on a lock with a wireless module

-0R -

- Ethernet Module Configuration
To use network tools on a lock with an Ethernet module
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WORK TOOLS continued

E?E Wireless Module Configuration (= | E S

| Displaying: Most Recently Saved Settings |

Connection Parameters

Lock Parameters LAM | Server Parameters
+ DHCP LockServer IP: [10  [90 [103 |64 TCPAP Port: [4308
" Static IP
Wireless Access Point Parameters
(551D is case sensitive) Freguency Band
Security Type: SSID: |CompX-IL Available S51Ds v 24 GHz
" MNone " 50GHz

WPA2 PSK (AES) Settings
" WEP Bd-key

-

WEP 128-key Pre-shared Key (PSK)

|

WPA-PSK (TKIF)

DR

WPAZ-PSK (AES)

WPA-TKIP Enterprise™

30

WPAZ-AES Enterprise”™

WPA-TKIP Enterpnise™ (skip Root CA
verification)

-

¢~ WPAZ-AES Enterprise” (skip Root CA

verification)
Show Last Show Cument Save Settings to ' Show Module .
Saved Settings Maodule Settings Madule S Firmware —

At the bottom of the screen above, there are the following options.

- Show Most Recent Settings - Shows the most recent settings that were saved to a module.

- Show Module Settings - Connects to the Wireless/Ethernet module and displays current settings.

- Test Connection - Runs various tests to confirm that the current settings are able to connect to the network, the Lock Server,
and the database. It will also show the currently assigned IP Address and MAC Address of the module.

- Save Settings to Module - Allows changes to be saved to module.
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NETWORK TOOLS continued

Test Connection

% Connection Status

1. With a lock connected through USB, click on Test Connection within Parameksr Shatus
Wireless/Ethernet Module Configuration
5510 Y alidation o
2. A Connection Status window will pop-up and start communicating with the B Srment 297
module
LockServer FING e
LockServer Communication o
[ atabaze Connection e

i Firmware Yersion- =
] 77

— MALC Address
| 777

-Lock [P Address -

| 277

Server |P; e Port: | i)

[ SetLAM module to command mode... |

3. A pop-up then requests that the USB cable is disconnected. Press the ‘NETWORK’ button located on the front of the lock to
initiate a network connection and lock update.

Database Connection Test

W'e will now best the lock's ability bo access the svstem database,
*k D0 NOT CLICK 'OK' UMTIL ALL STEFS BELOW ARE COMPLETED *+*
1- Disconneck the USE cable From the lock unit
2- Press the "Mebwork! butkon on the lock kevpad
3- Whait until the blue netwark lamp is no longer solidly lit or Flashing

After steps 1-3 are completed, click the 'OK' bukton below
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Once the “NETWORK” light has stopped flashing on the keypad display,
reconnect the cable and hit ‘OK!

If there is a failure at any time, click “Analyze Failure” for possible solutions
to the problem.

If a test fails, select ‘Analyze Failure.’
Below is a list of possible problems and what to check:

Update Issue

What went wrong: The database did not update when the lock called in.
What to check: Ensure the databases selected here and on the server are
the same.

Missing Records

What went wrong: The database does not contain data for this lock.

What to check: Ensure the databases selected here and on the server are
the same.

Communication Glitch

What went wrong: Data was lost or corrupted during communication with
the lock/module.

What to check: This is not a network issue, but an internal dataflow error;
ensure cabling is intact and try retesting.

Socket Issue

What went wrong: The wireless module could not open a TCP socket to the
server.

What to check: First, retest; failing that, ensure the server is configured to
accept incoming connections on the designated port.

PING Issue

What went wrong: The server did not respond to a PING from the module.
What to check: First, retest; failing that, ensure the module was programmed
with the correct server IP

Server Undefined

What went wrong: The server IP and Port parameters are not known.

What to check: Verify this module has been programmed. If so, the
programming may have failed to take. Return to Configuration screen, ‘Save
Settings to Module’ again, and ensure the save reports success.

DHCP Issue

What went wrong: The module did not get an IP dynamically assigned.
What to check: First, retest; failing that, re-evaluate the module settings;
it was not able to gain network access.

‘¢ Connection Status

X]

Parameter Statuz
5510 W alidation Fasz
IF Azzignment Pasz
LockServer PING Pazz
LockServer Communication FPaszz
[ atabaze Connection FPasz

-Firrmware Yerzion

] IDE07ROE 21.5.2010

— MALC Address
| DOT9881FF355
-Lock |P Address -
| 192168.15.29
[Dynamic)
ServerIP:|  10.9.2118 Part: | 4308

Hetest | Claze

| = AN Pazgl ==
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NETWORK TOOLS continued

LockServer Activity Monitor P Settings

General Database

Once locks are setup properly they ‘check-in’ to

[rate Format

the lock server through the Activity Monitor. & mm/dd,yy
~ i I™ Auto-Refresh Screens

Click ‘LockServer Activity Monitor dalii)
~Startup Mode I~ Force Unique Dual Pin

The LockServer Activity screen will pop-up. ~ Wizard Mode

i+ Manual Mode

—Hetwork Tools = —Server Settings
Wireless Module Maximum Simultaneous
Configuration Updates: 5

Ethernet Module

Configuration Alter LockServ
Port

Lock Server
Activity Monitor

| LockServ Server Port: 4308 |

0K I Cancel ] Apply |

i | ockServer Activity

Lock Connections

irirnum Perzist Time [1 to 60 zecondsz] l‘ﬁ“

Lock Mame Lock Serial Mumber
[ 9778 NOO0000094.389 /778
L9758 Q000000094339768

As locks connect to the lock server, their lock name and
serial number appear in the window.

Server IF; 192.168.15.5 Server Port; ]—

Change Server 0
P Part Cloze Viewer
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